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TO ALL WHOM IT MAY CONCERN: 

Be it known that we, Trevor D. Sohleiss a citizen of the United 
States, residing at 81 15 Cardin Drive and State of Texas and Mark J. Nixon a 
citizen of Canada, residing at 1 503 Blackjack Drive and State of Texas and 
Neil J. Peterson a citizen of the United States, residing at 9203 Summerhill 
Cove, and State of Texas and Christopher Felts a citizen of the United 
States, residing at 6130 Jumano Lane, and State of Texas and Grant Wilson 
a citizen of New Zealand, residing at 6 Cloverbrook Ct., and State of Texas 
have invented a new and useful Transactional Data Communications for 
Process Control Systems, of which the following Is a specification. 
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TRANSACTIONAL DATA COMMUNICATIONS FOR 
PROCESS CONTROL SYSTEMS 

FIELD OF THR INVENTION 
The present invention relates generally to process control systems and, more 
particularly, to the communication of transactional process control information within 
an enterprise. 

DRSCRIPTION OF THE RELATED ART 
Process control systems, like those used in chemical, petroleum or other 
processes, typically include one or more centraUzed process controllers 
communicatively coupled to at least one host or operator workstation and to one or 
more field devices via analog, digital or combined analog/digital buses. The field 
devices, which may be, for example valves, valve positioners, switches and 
transmitters (e.g., temperature, pressure and flow rate sensors), perform fimctions 
within the process such as opening or closing valves and measuring process 
parameters. The process controller receives signals indicative of process 
measurements made by the field devices and/or other information pertaining to the 
field devices, uses this information to implement a control routine and then generates 
control signals which are sent over the buses or other communication lines to the field 
devices to control the operation of the process. Information from the field devices and 
the controllers may be made available to one or more applications executed by the 
operator workstation to enable an operator to perform desired functions with respect 
to the process, such as viewing the current state of the process, modifying the 
operation of the process, etc. 

Typically, a process control system operates within a business enterprise that 
may include several process control plants, component and/or service suppliers and 
customers, all of which may be distributed throughout a large geographic area, or in 
some cases, throughout the world. The process control plants, suppliers and 
customers may communicate with each other using a variety of communication media 
and technologies such as, for example, the Litemet, satellite links, ground-based 
wireless transmissions, telephone lines, etc. Of course, the hitemet has become a 
preferred communication platform for many business enterprises because the 
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communications infrastructure is established, making the communication 
infrastructure costs for an enterprise near zero, and the technologies used to 
communicate information via the hitemet are well-understood, stable, secure, etc. 
Each process control plant within an enterprise may include one or more 
5 process control systems as well as a number of other business-related or information 
technology systems, which are needed to support or maintain or which are 
complementary to the operation of the process control systems. In general, the 
information technology systems within a process control plant may include 
manufacturing execution systems such as, for example, a maintenance management 

10 system and may also include enterprise resource planning systems such as, for 
example, scheduling, accounting and procurement systems. Although these 
information technology systems may be physically located within or near a plant, in 
some cases a few or possibly all of these systems may be remotely located with 
respect to the plant and may communicate with the plant using the Internet or any 

15 other suitable communication link. In any event, to improve or optimize the overall 
operation of an enterprise, some recent development efforts have been directed to 
facilitating more rapid and efficient communications and enabling more complete 
integration between process control systems and information technology systems 
within an enterprise. 

20 Generally speaking, effective enterprise optimization requires integration of 

process control systems and information technology systems. Information technology 
systems typically include enterprise resource planning systems and manufacturing 
execution systems that are distributed throughout an enterprise. The complete 
integration of information technology systems and process control systems would 

25 enable, for example, an enterprise to recognize in response to a customer order for a 
product that additional parts for making the product are needed and automatically 
create and send orders to one or more suppliers for particular quantities of those 
component parts. Thus, the integration of information technology systems and 
process control systems would enable an enterprise to efficiently make more informed 

30 business and manufacturing decisions. Furthermore, such integration would enable 
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business and manufacturing decisions to be made more accurately and quickly 
because, in many cases, the need for human intervention may be completely 
eliminated and many previously manual activities (i.e., activities executed by a human 
operator) such as ordering parts, for example, could be automated. 
5 Unfortunately, the integration of process control systems and information 

technology systems is complicated by the fact that process control systems generate 
and use both real time data and transactional data. Real time data is typically 
communicated in a regular periodic or synchronous manner such as, for example, the 
communication of continuous pressure readings that may be provided by a pressure 

10 transmitter. Transactional data, on the other hand, is event driven and is typically 
generated infrequently in an asynchronous manner. One t3^e of transactional data 
frequently used v^ithin a process control system is device generated alert or alarm 
information. For example, an alarm that results in a request to order maintenance 
and/or parts needed by the process control system to repair a problematic device is 

15 transactional in nature. Another type of transactional data results from production 
scheduling activities. For example, a production scheduling transaction to batch 
execute a recipe may include a date, a time, a material type and quantity, a material 
purity, a feedstock type and quantity, a catalyst type and quantity, etc. Still another 
type of transactional data may involve a computerized maintenance management 

20 system, v^hich uses information such as, for example, a tag, a time, a date, an alert 
(e.g., failed, maintenance, advisory, etc.), a description, a priority, a recommended 
action (e.g,. replace the device), a device state (e.g., failure), etc. 

One preferred flow of communications between the various process control 
and information technology systems that are typically found within an enterprise is 

25 defined by the ISA S95 model. In general, the ISA S95 model is an international 

standard that defines the interactions between production or process control systems, 
enterprise resource planning systems and manufacturing execution systems to 
facihtate the integration of these systems. More specifically, the ISA S95 model 
generally defines the interactions or coromunication flows between a process control 

30 system and order processing systems, accounting systems, product shipping 
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administration systems, product inventory control systems, quality assurance systems, 
maintenance management systems, material procurement systems, material and energy 
control systems, production scheduling systems, etc. While the ISA S95 model 
generally defines communication flows between the systems within a plant or an 
5 enterprise, this standard does not define a specific mechanism by which these 
communication flows may be carried out. 

Traditionally, to implement the communication flows between the systems of 
an enterprise as specified by the ISA S95 standard, a special communication software 
driver is developed to interface to every device or system within a process control 

10 plant. In other words, for each device or system within an enterprise, a specially 

developed communications software driver is typically required to enable that device 
or system to communicate with another device or system. As a result, when any 
system, device or component within the enterprise changes due to, for example, a 
firmware upgrade, replacement, etc., the driver for that system, device or component 

15 may also have to be changed. Obviously, the large number of custom drivers needed 
results in a lot of time consuming driver maintenance which, in turn, results in high 
enterprise maintenance costs. As a practical matter, system designers may selectively 
develop custom communications interfaces to enable communications between a 
relatively small subset of the systems, devices or components within an enterprise 

20 and, as a result, some pairs of systems, devices or components may not be able to 
exchange information. 

Recent developments have enabled a more efficient exchange of real time 
process control information between the various systems, devices and components 
within a process control system or between process control systems. Object linking 

25 and embedding for process control (OPC) provides a mechanism that eliminates the 
need for individual custom communications software drivers that convey real time 
process control data between the systems, devices and components of a process 
control system. As is well known, OPC is based on Microsoft object linking and 
embedding (OLE) technology, which provides a common interface for the various 

30 systems, devices and components making up a process control system. Typically, 
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each of the systems, devices and components of the process control system includes 
an OPC communication layer and, thus, speaks a common standardized language for 
purposes of conveying real time information. In this manner, the communication of 
real time data within the process control system can take place in an efficient manner, 
5 and changes to any of the systems, devices or components does not require any 
changes to a software driver. 

While OPC has become an industry standard mechanism for communicating 
real time process control data within a process control system, or between process 
control systems, OPC currently only supports communications involving real time 

10 data. OPC does not enable, for example, a process control system to convey 

transactional data or information to an order processing system to initiate the ordering 
of a raw material, a replacement part, etc. because OPC does not support the transfer 
of data having more structure (i.e., more structure than real time process control data) 
such as data representing time information, material information, quantity 

15 information, etc. Furthermore, because OPC is based on Microsoft networking 

technology, which generates communications that do not transfer well via the Internet, 
it is very difficult, if not impossible, to use OPC to transfer information from a 
process control system over the Internet to, for example, a remotely located order 
processing facility, suppher facility, etc. The difficulty in using OPC to transfer 

20 information via the Internet is further compounded by the fact that it is very difficult 
to configure OPC-based communications through firewalls, which are in widespread 
use, particularly in the case of Internet-based communications between business 
entities. 

Thus, the exchange of transactional information or data between the systems, 
25 components or devices of an enterprise cannot be practically carried out using OPC. 
For example, in the case of a transaction involving a computerized maintenance 
management system, OPC does not support the transfer of the types of information 
(e.g., tag, time, alert, etc.) that need to be conveyed to the maintenance management 
system to enable the maintenance management system to take appropriate corrective 
30 actions, display alert information to a user, etc. Additionally, even if such 
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transactional information could be conveyed to the maintenance management system 
using OPC, OPC could not be used to convey the necessary information via the 
Internet to a supplier, for example, to order a replacement part being requested by the 
maintenance management system. To effectively communicate such transactional 
5 data with presently available systems, it would be to necessary to develop custom 

communication interfaces for each of the systems, devices, etc. that must be integrated 
to carry out each type of transactional data exchange. 

SUMMARY OF THE INVENTION 
The transactional data communications technique described herein facilitates 

10 the exchange of transactional information or data between the devices, systems and 
other entities making up a business enterprise. In accordance with one aspect of the 
invention, a system and method of communicating information within an enterprise 
having a process control system and a plurality of information technology systems 
may generate transactional process control information and may format the 

15 transactional process control information based on a first extensible markup language 
schema to form formatted transactional process control information. The system and 
method may also send the formatted transactional process control information to a 
transactional information server via a web services interface and may map the 
formatted transactional process control information to a second extensible markup 

20 language schema associated with one of the plurality of information technology 

systems to form mapped transactional process control information. Still further, the 
system and method may send the mapped transactional process control information to 
a first one of the plurality of information technology systems. Additionally, the 
system and method may use an XML input schema to form the formatted transactional 

25 process control information and may map the formatted transactional process control 
information to an XML output schema associated with an application that is executed 
within the one of the plurality of information technology systems. 

In accordance with another aspect of the invention, a system for use in an 
enterprise having a plurality of information technology systems may include a process 

30 control system that is adapted to format transactional process control information 
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based on an extensible markup language and a plurality of input schemas. Each of the 
piurahty of input schemas maybe associated with a type of transactional process 
control information. The system may further include a web services interface 
communicatively coupled to the process control system. The system may also include 
5 a transactional data server communicatively coupled to the web services interface and 
the plurality of information technology systems. The transactional data server may be 
adapted to map transactional process control information that has been formatted 
based on the extensible markup language and the plurality of input schemas to a 
plurality of output schemas. Each of the plurality of output schemas may be 

10 associated with an application that is executed within one of the plurality of 

information technology systems and the transactional data server may be further 
adapted to send mapped transactional process control information to one of the 
plurality of information technology systems. 

hi accordance with yet another aspect of the invention, a method of processing 

15 transactional process control data may include the steps of wrapping the transactional 
process control data in an XML wrapper to form XML wrapped transactional process 
control data and sending the XML wrapped transactional process control data via a 
web services interface and communication network to an XML data server. The 
method may map the XML wrapped transactional process control data to an XML 

20 output schema associated with one of a plurality of information systems that are 
communicatively coupled via the communication network to form mapped XML 
transactional process control data. Additionally, the method may include the step of 
sending the mapped XML transactional process control data to the one of the plurality 
of information systems via the commxmication network. 

25 BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is an exemplary schematic block diagram of an enterprise that enables a 
process control system to exchange transactional process control data with a plurality 
of information technology systems; 

Fig. 2 is a more detailed exemplary schematic block diagram of the process 

30 control system shown in Fig. 1 ; 
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Fig. 3 is a more detailed functional block diagram of the XML server shown in 

Fig. 1; 

Fig. 4 is an exemplary input schema for a device alert that may be used with 
the system shown in Fig. 1 . 

Fig. 5 is an exemplary diagrammatic view illustrating one manner in which an 
input schema may be mapped to an output schema; and 

Fig. 6 is an exemplary diagrammatic view illustrating one manner in which the 
process control system shovm in Figs. 1 and 2 may be configured. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 
Fig. 1 is an exemplary schematic block diagram of a business enterprise 10 
that includes a plurality of communicatively coupled components, systems, business 
entities, etc. By way of example only, the enterprise 10 shown in Fig, 1 includes a 
local process control plant 12, remote process control plants 14-18, component and/or 
material supphers 20 and 22, and customers 24 and 26, all of which may be 
communicatively coupled to the hitemet 28 as shown. While many of the systems, 
business entities, etc. shown within the enterprise 10 are coupled to the local process 
control plant 12 via the Internet 28, it should be recognized that any other suitable 
communication link may be used instead without departing from the scope and the 
spirit of the invention. Additionally, it should be recognized that devices, systems and 
entities other than those specifically illustrated in Fig. 1 may be communicatively 
coupled to the plant 12 via the Intemet 28 or any other suitable communication link. 

The local process control plant 12 may include a plurality of enterprise 
resource planning systems, manufacturing execution systems, process control systems, 
etc. In particular, the local process control plant 12 shown in Fig. 1 includes an order 
processing system 30, an accounting system 32, a product shipping and administration 
system 34, a production or process control system 36, a product inventory control 
system 38, a quality assurance system 40, a maintenance management system 42, a 
procurement system 44, a material and energy control system 46 and a production 
scheduling system 48, all of which may be communicatively coupled via a data bus or 
local area network (LAN) 50. The LAN 50 may be based on Ethernet or may use any 
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other suitable communication link. Of course, while the resource planning systems, 
manufacturing execution systems, process control systems, etc. of the plant 12 are 
shown as being communicatively coupled via the LAN 50, one or more of these 
systems may ahematively or additionally be communicatively coupled to the Litemet 
28. hi any event, as described in greater detail below, the systems 30-48 within the 
plant 12 may communicate via an XML server 52. As shown in Fig. 1 , the XML 
server 52 is communicatively coupled to the Litemet 28 so that, if desired, one of 
more of the systems 30-48 may exchange information with one or more of the plants 
14-18, the suppliers 20 and 22, and the customers 24 and 26. 

Because the XML server 52 enables the communication of information 
between any two systems, components, entities, etc. within the enterprise 10, it is 
possible for an action or condition within, for example, the process control system 36 
to initiate or cause activities within any other system, component or entity of the 
enterprise 10. Likewise, the various systems or entities within the enterprise 10 may 
initiate or cause activities within the process control system 36. By way of example, 
and as discussed in greater detail below, device alert or alarm information generated 
by a device within the process control system 36 may be sent to the XML server 52 
which, in turn, may send alarm information to the maintenance management system 
42 so that plant operations and maintenance personnel may be notified of the alarm 
condition. Additionally, the XML server 52 may also send information to the order 
processing system 30 to, for example, order a replacement part that is needed to repair 
a faulty device that has caused the alarm condition. The order processing system 30 
may then send appropriate information via the XML server 52 to the suppUer 20 to 
automatically order the replacement part from the supplier. 

Referring now to Fig. 2, the process control system 36 includes one or more 
process controllers 1 12 connected to host workstations or computers 1 14 and 1 15 
(which may be any type of personal computers or workstations) and banks of 
input/output (I/O) devices 120 and 122, each of which is connected to one or more 
field devices 125-139. The controllers 1 12 may be, for example, DeltaV™ controllers 
sold by Fisher-Rosemount Systems, Inc., and are communicatively connected to the 
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host computers 1 14 and 1 1 5 via, for example, an Ethernet connection 140 or any other 
suitable communication link. Likewise, the controllers 1 12 are communicatively 
connected to the field devices 125-139 using any desired hardware and software 
associated with, for example, standard 4-20 mA devices and/or any smart 
communication protocol such as the Fieldbus or HART protocols. One or more of the 
computer 1 14 and 1 15 may also function as a server that enables the process control 
system 36 to exchange data with other process control systems (not shown) and/or 
with the XML server 52 shown in Fig. 1 . 

As is generally known, the controllers 112 implement or supervise process 
control routines stored therein or otherwise associated therewith and communicate 
with the field devices 125-139 to control a process being executed by the process 
control system 36 in any desired manner. The field devices 125-139 may be any types 
of devices, such as sensors, valves, transmitters, positioners, etc, while the I/O cards 
within the banks 120 and 122 may be any types of I/O devices conforming to any 
desired communication or controller protocol such as HART, Fieldbus, Profibus, etc. 
In the exemplary process control system 36 shown in Fig. 2, the field devices 125-127 
are standard 4-20 mA devices that communicate over analog lines to the I/O card 
122 A, the field devices 128-131 are HART devices connected to a HART compatible 
I/O device 120A, and the field devices 132-139 are smart devices, such as Fieldbus 
field devices, that communicate over a digital bus 142 or 144 to the VO cards 120B or 
122B using, for example, Fieldbus protocol communications. Of course, the field 
devices 125-139 and the banks of I/O cards 120 and 122 may conform to any other 
desired standards or protocols instead of the 4-20 mA, HART or Fieldbus protocols, 
including any standards or protocols developed in the fixture. 

Each of the controllers 1 12 is configured to implement a control strategy using 
what are commonly referred to as function blocks. As is well known, each fimction 
block is apart (e.g., a subroutine) of an overall control routine and operates in 
conjunction with other fixnction blocks (via conmiunications called hnks) to 
implement process control loops within the process control system 36. Function 
blocks typically perform an input fimction, such as that associated with a sensor or 
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other process parameter measurement device, a control function, such as that 
associated with a control routine that performs PID control, fuzzy logic control, etc., 
or an output function that controls the operation of some device, such as a valve, to 
perform some physical function within the process control system 36. Of course, 
5 hybrid and other types of function blocks exist. Function blocks may be stored in and 
executed by the controller 112, which is typically the case when function blocks are 
used for, or are associated with, standard 4-20 mA devices and some types of smart 
field devices, or may be stored in and implemented by the field devices themselves, 
which may be the case with Fieldbus devices. 

10 Before discussing the manner in which the transactional data communications 

technique described herein enables the communication of process control information 
generated within the process control system 36 to be distributed throughout the 
enterprise 10, a general discussion of the manner in which alarm and event 
information is generated by the process control system 36 is provided below. In the 

15 process control system 36 shown in Fig. 2, the computer 1 14 functions as an operator 
workstation and has alarm or event processing software 150 stored therein. Generally 
speaking, the alarm or event processing software 150 displays information about the 
process control system 36 pertinent to the operator's understanding or ability to view 
the current operational status of the process with respect to the alarms present in the 

20 system 36. For example, the alarm or event processing software 150 may display an 
alarm banner having alarm indications therein and a primary control display 
illustrating a section of the process control system 36, including the devices and other 
equipment associated with that section of the process control system 36 relevant to 
one of the alarms or events. The primary control display may provide information 

25 about the current state of the process control system 36, such as the level of a fluid in 
a tank, the flow characteristic of a valve and other fluid lines, the settings of 
equipment, the readings of sensors, etc. 

An operator may use the alarm or event processing software 150 to view 
different parts of the process control system 36 or equipment within the process 

30 control system 36. Of course, the alarm or event processing software 150 
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communicates with the controllers 1 12 and, if necessary, the field devices 125-139, 
any of the banks of I/O devices 120, 122 or any other devices to obtain the relevant 
values, settings and measurements associated with or being made in the process 
control system 36 to create the interface screen on the operator display of the 
5 computer or workstation 114. 

The alarm or event processing software 150 may be configured to receive 
alarm messages created by alarm generating software within some or all of the 
controllers 112, the I/O devices 120 and 122 and/or the field devices 125-139. This 
software is illustrated as software elements 151, 152 and 153 in Fig. 2. Generally 

10 speaking, the alarm or event processing software 150 receives different categories of 
alarm or event messages including, for example, process alarms (which are typically 
generated by a process control software modules, such as those made up of 
communicatively interconnected fimction blocks, forming process control routines 
used during runtime of the process), hardware alarms, such as alarms generated by the 

15 controllers 1 12, I/O devices 120 and 122 or the workstations 1 14 and 1 15, pertaining 
to the state or fimctioning condition of these devices, and device alarms, which are 
generated by some or all of the field devices 125-139 to indicate problems associated 
with those devices. These or other categories of alarms or events may be generated in 
any desired manner. For example, it is well known to have the fimction blocks or 

20 software modules that are used to implement process control fimctions generate 
process alarms, and these process alarms are typically sent in the form of alarm 
messages to operator interfaces for display. Also, newer smart devices, controllers, 
I/O devices, databases, servers, workstations, etc. may use any desired proprietary or 
non-proprietary soflw^are to detect problems, errors, maintenance alerts, etc. and may 

25 send alarms or events indicating these conditions to the operator interface of the 

computer or workstation 114. In particular, many of the devices now available, such 
as controllers, I/O devices and smart field devices are provided with software and/or 
sensors that detect hardware problems, such as a stuck valve plug, broken parts, 
maintenance concerns, etc. and may generate signals or messages indicting these 

30 conditions. 
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Generally speaking, there are different categories of alarms or events that can 
be generated and displayed including, for example, process alarms, device alarms and 
hardware alarms. Process alarms generally indicate a problem with the functional 
operation of the process control software, i.e., a problem with the process control 
5 routine itself such as out of bound measurement, abnormal variances between process 
parameters and set points, etc. Process alarms are typically configured by the user as 
components of process control modules and may appear in the configuration 
information provided on the operator interface as being associated with a module 
name. Some types of process alarms include bad input/output, out of bound 

10 measurements, exceeded thresholds, etc. Because process alarms are well known in 
the art, they will not be described in more detail herein. 

Device alarms are alarms associated with the operation of the field devices 
within the process and may be detected by software (e.g., the software 153 in Fig, 2) 
within the field devices or other devices connected within the process control system 

15 36 to indicate a problem or error with the operation of a field device. Device alarms 
may appear in the operator interface of the system described herein as being 
associated with a particular device. Device alarms may, for example, indicate that the 
pressure in a valve is too great or too small for proper operation of the valve, that the 
motor current in the valve is to high or to low, that the voltage levels of a device are 

20 not synchronized, that a valve plug within a valve is stuck, that the device is not 

communicating properly, that the device needs scheduled maintenance because, for 
example, a certain amount of time has passed or because a valve member of the 
device has undergone a certain amount of travel since the last maintenance, etc. 
Device alarms can be generated in any desired manner, including with the use of 

25 proprietary or non-proprietary software located on a device itself or in other devices 

connected to the device for which the alarm is being generated to recognize and detect 
specific problems with the device and to generate an alarm with respect thereto. As 
indicated above, many smart devices are now being produced to create and 
communicate device alarms. 
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Of course, there can be many different types of device alarms including, for 
example, failure alarms indicating that a failed or failing condition exists within a 
device, maintenance alarms indicating that maintenance of some type should take 
place, communication alarms indicating that a device is not communicating properly 

5 or at all, advisory alarms, etc. A failure (e.g., a "failed") alarm indicates that a device 
has detected one or more conditions indicating that it cannot perform a critical 
function and, thus, requires attention immediately. On the other hand, a maintenance 
alarm indicates that a device is able to perform critical functions but has one or more 
detected conditions that may lead to a failure if left unaddressed and, thus, the device 

10 should receive maintenance attention soon. A communication (e.g., a "not 

communicating") alarm becomes active when a device stops communicating. An 
advisory alarm indicates that a device has detected conditions that do not fall into the 
other alarm categories. Usually, an advisory alarm is an alarm provided by individual 
devices particular to the type of device, such as a flow meter tracking the variability of 

15 the flow signal, hi this case, the device may recognize that a variabihty in some signal 
associated with the device is too high or too low, which means that something unusual 
has happened and requires investigation. Depending on the device, advisory alarms 
may require more or less urgent attention than maintenance alarms and, thus, users 
may set the priority of the advisory alarm lower than that of the maintenance alarm. 

20 However, failed, maintenance and advisory alarms may not be supported by every 

device and a single, catch all alarm, such as an "abnormal" alarm for generic devices 
may be used instead of the failed, maintenance, and advisory alarms resulting in two 
total alarms, i.e., not communicating and abnormal. Of course, other types of device 
alarms could be created or used instead of or in addition to the ones discussed above. 

25 As discussed above, device alarms or alerts may indicate that a device has 

failed, that a device needs maintenance or of an advisory nature. Additionally, more 
detailed information may be provided in connection with a device alert such as, for 
example, recommended actions may be provided to instruct the user, system operator, 
maintenance person, etc. on what to do to in response to a particular alarm condition. 
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In the case of Foundation Fieldbus devices, device alerts or messages may include 
information fields such as: date, time, tag (i.e., a unique identifier for a particular 
device), alert (e.g., whether the device is failed, needs maintenance, or whether the 
alarm is of an advisory nature), description, priority level, recommended action, state 
5 (i.e., whether the alarm message has been acknowledged or if it remains 
unacknowledged). 

hi addition to processing alarms and events, the software 150 may generate 
and/or process equipment condition information and process condition information. 
Still fiirther, one or more additional software programs may be executed within the 

10 computers 114 and 1 15 to perform a variety of well known advanced control and 

condition monitoring activities. For example, the computers 114 and 115 may include 
vibration monitoring software, real-time optimization software, expert system 
software, predictive maintenance software, loop monitoring software, or any other 
desired software that processes data obtained fi-om a process control system. 

15 Fig. 3 illustrates a more detailed functional block diagram of the XML server 

52 shown in Fig. 1. As noted above, the XML server 52 uses an extensible markup 
language, such as, for example, XML, to enable the communication of transactional 
information and, particularly, transactional process control data (e.g., alarm data or 
device alerts, process condition data, equipment condition data, etc.), throughout the 

20 enterprise 10. Although extensible markup languages such as XML are well known, a 
brief discussion of XML is provided below to facilitate understanding of the 
transactional data communications technique described herein. 

Generally speaking, XML enables virtually any type of data or information 
(including transactional data) to be wrapped or encapsulated with a schema that 

25 defines and provides structure (i.e., format) to the information or data. As is well 

known, XML is a self-describing language in which the various elements of any given 
schema describe the encapsulated or wrapped data. As is also well known, XML 
developed from the same standard that resulted in the development of the now 
familiar hypertext markup language (HTML), which has become a standard means of 

30 conveying graphic display information via the Intemet. Although XML encapsulated 
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or wrapped data may be easily transmitted via the Internet, as can HTML formatted 
data, XML is fundamentally different from HTML because XML provides definition 
and structure to transmitted data (as opposed to merely formatting the display of 
transmitted data, which is the case with HTML). As a result, XML has become the 
5 primary mechanism by which different business entities exchange transactional 
information via the Internet. 

By way of example, ordering consumer goods via a retailer's website typically 
involves an exchange of transactional data that has been encapsulated or wrapped in 
an XML schema. Likewise, a transaction at an automated teller machine involves the 

10 exchange of transactional data that may use an XML encapsulation or wrapper to 

convey the transactional data. In the case of the purchase of a product via an Intemet 
website, the retailer or manufacturer website owner may receive order entry 
information (which is transactional data) from a customer and, in response, may check 
inventory and delivery time. If the retailer or manufacturer discovers that stock is out 

15 or is unacceptably low, additional units may be ordered. When an estimated shipment 
date is available, the retailer or manufacturer may send an email or any other form of 
electronic message to confirm for the customer when the ordered products will ship. 
Additionally, the retailer or manufacturer may enter a charge to a debit or charge card 
account number that was provided by the customer. In this manner, present systems 

20 that exchange information using XML schemas may be used to more efficiently pass 
transactional data or information via the Intemet or using any other communication 
network or link. Importantly, present XML-based communication systems do not 
enable or facilitate the transmission of transactional process control data between the 
various components or systems of an enterprise. Nor do these conventional XML- 

25 based systems enable the transmission of transactional process control data from one 
business entity to another via a communication network such as, for example, the 
Intemet. 

The transactional data communications technique described herein enables 
transactional information, such as transactional process control data, to be exchanged 
30 between different components, devices and business entities of an enterprise. In 
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particular, the transactional data communications technique described herein wraps or 
encapsulates transactional process control data such as, for example, alarm and event 
information, process condition information, equipment condition information, etc., 
using an XML schema that can be easily conveyed between different devices, 
5 components and systems within the enterprise, regardless of whether the 

communications use the hitemet, a LAN or any other communication media and 
technology. Additionally, the transactional data communications technique described 
herein uses an XML transaction server to facilitate the communication of XML 
encapsulated or wrapped transactional process control data between the systems that 
10 make up an enterprise. In this manner, the process control systems within an 

enterprise may be more fully integrated with the information technology systems used 
by the enterprise. 

More specifically, the XML server 52 may be implemented using any suitable 
XML transaction server. Exemplary commercially available XML transaction servers 

15 are provided by or sold under the trade names Vignette, Data Junction, Ariba, Click 
Commerce and Microsoft Biztalk Server 2000. While the following discussion 
describes the transactional data communications technique as being based primarily 
on the Microsoft Biztalk Server 2000, it should be imderstood that any other existing 
or later developed XML transaction server may be similarly adapted to carry out the 

20 transactional data communications technique described herein without departing from 
the scope and the spirit of the invention. 

As shown in Fig. 3, the XML server 52 may include a variety of functional 
blocks and databases. In particular, the XML server 52 may include a schema editor 
200, a schema mapping block 202, an orchestration block 204, a schema database 

25 206, a data manipulation functions database 208 and a business rules database 210. 
The schema editor 200 enables a user to define input and output schemas for 
conmiunicating transactional process control data generated within the process control 
system 36. An exemplary input schema for a device alert or alarm generated within 
the process control system 36 is shown in Fig. 4. As shown in Fig. 4, the information, 

30 attributes or elements typically contained within a device alarm such as, for example. 
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a date, a time, a tag, an alert (e.g., failed, maintenance, advisory), a description, a 
priority, a recommended action, a state, etc. are wrapped or encapsulated within an 
XML format, including specific delimiters, characters, etc. that enable processing of 
the XML formatted device alert by the XML server 52. The schema editor 200 also 
5 enables a user to define a name for each attribute or element, define a format for the 
data associated with each element name and to define whether or not each element of 
the schema is needed for validation of the schema. While the above example 
illustrates a schema for a device alert, the schema editor 200 enables a user to define 
an input schema for any desired type of transactional data that may be sent to the 

10 XML server 52 by the process control system 36. As described in greater detail 

below, the process control system 36 must be configured to send transactional process 
control data to the XML server 52 using the appropriate schema format (i.e., using an 
appropriate XML input schema). 

The schema editor 200 may also be used to create various output schemas, 

15 each of which may correspond to a particular application running within one of the 
systems 30-48, the plants 14-18, the suppliers 20 and 22, the customers 24 and 26, or 
any other component, system, entity, etc. within the enterprise 10 shown in Fig. 1 . 
Generally speaking, an output schema defines the information that is needed by a 
particular application to carry out its processing activities. For example, an output 

20 schema associated with the order processing system 30 may define data such as a part 
number, a supplier name, a quantity, etc. Of course, each system, component, entity, 
etc. within the enterprise 10 may use multiple different schemas and, while some 
output schemas may be used by more than one system within the enterprise 10, this is 
not necessarily the case and, in fact, each system within the enterprise 10 may have a 

25 unique set of output schemas. In any event, the input and output schemas created 
using the schema editor 200 may be stored in the schema database 206 and may be 
accessed and reused as needed by the XML server 52. 

Furthermore, it should be recognized that input and output schemas may be 
created or generated for any entity, system, component, etc, within the enterprise 10. 

30 Thus, both input and output schemas may be created to convey information or data to 
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or from the process control system 36. Likewise, input and output schemas may be 
created for any other systems such as, for example, the manufacturing execution 
systems, enterprise resources planning systems, etc. within the enterprise 10 to convey 
information to or from these systems. 
5 The schema mapping block 202 enables a user to map each input schema to 

one or more output schemas. For example, an input schema associated with a device 
alarm generated within the process control system 36 may be mapped to output 
schemas associated with the maintenance management system 42, the order 
processing system 30, the supplier 20^ or any other component, system or entity within 

10 the enterprise 10. Likewise, one or more input schemas associated with the 

maintenance management system 42, the order processing system 30, the supplier 20, 
or any other component, system or entity within the enterprise 10 may be mapped to 
one or more output schemas associated with the process control system 36. hi 
mapping input schemas to output schemas, one or more of the data elements or 

15 attributes of each input schema may be mapped to one or more data elements or 
attributes of an output schema. Because there may not be a one-to-one 
correspondence between the data elements of input schemas and output schemas, the 
data mapping performed using the mapping block 202 may involve intermediate data 
manipulations. These intermediate data manipulations enable one or more input 

20 schema data elements to be processed or combined using data manipulation functions 
such as, for example, string concatenations, mathematical operations, number 
generations, etc., all of which may be stored in the data manipulation functions 
database 208. 

When mapping between input and output schemas, each required data element 
25 of an output schema must be mapped to at least one corresponding data element of an 
input schema. Of course, some or all of the data elements of a particular input schema 
may not be used during the mapping and not all of the data elements of an output 
schema (i.e., those data elements that are not required) maybe mapped to data 
elements of an input schema. Furthermore, multiple data elements of an input schema 
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may be combined or otherwise manipulated and mapped to a single data element of an 
output schema using the data manipulation functions as noted above. 

Fig. 5 is an exemplary diagrammatic view that illustrates one manner in which 
the transactional data communications technique described herein may be used to map 
5 an input schema to an output schema. As shown in Fig. 5, an input schema 300, 
which is shown by way of example only to be the device alert schema of Fig. 4, 
includes a plurality of attributes or data elements 302. hr this example, the input 
schema 300 is associated with the process control system 36. Alternatively, however, 
the input schema 300 could be associated with any other entity, system, component, 

10 etc, within the enterprise 10. One or more data manipulation functions 304 may be 

used to combine various ones of the attributes or data elements 302 to thereby map the 
ones of the attributes or data elements 302 to corresponding attributes or data 
elements 306 of an output schema 308. Li the case where the input schema 300 
which, in this case, is a device alert input schema, is associated with the process 

15 control system 36, the output schema 308 may be associated with the maintenance 

management system 42. hi this manner, transactional data such as alarm data may be 
communicated from the process control system 36 to the maintenance management 
system 42. 

Referring again to Fig. 3, the orchestration block 204 enables a user to 
20 implement one or more business rules, which may be stored within the business rules 
database 210, in response to events that occur within the enterprise 10. Typically, but 
not necessarily, the orchestration block 204 is used to facilitate the completion of 
several activities simultaneously in response to an event such as, for example, a 
device alarm, that occurs within the process control system 36. The business rules 
25 may store components, retrieve data from databases, tie actions to events, manage 

action tasks, etc. In any event, such business rules orchestration mechanisms are well 
known in the art and are not described fiirther herein. 

In operation, the results of mapping input schemas to output schemas and the 
orchestration of actions in response to events within the process control system 36 
30 enables transactional process control data such as, for example, device alerts or 
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events, process condition information and equipment condition information to be 
communicated anywhere within the enterprise 10, Additionally^ the orchestration 
capabilities of the XML server 52 enable transactional process control data to be sent 
to multiple locations simultaneously. By way of example only, the orchestration 
5 block 204 may be used to route a device alert received from the process control 

system 36 to a pager worn by a service technician and, at the same time, may also be 
used to route the device alert to a user interface for display. The actions defined by an 
orchestration routine that responds to device alert schemas, for example, may vary 
based on the type of device alert received. For example, appropriate actions may be 

10 taken based on whether the device alert is a maintenance, advisory or failed alert. Of 
course, the device alert may also be mapped via input and output schemas as 
described above to cause the maintenance management system 42 to generate a work 
order in response to the device alert. 

More specifically, the schema editor 200 may be used to map a device alert 

15 input schema to an output schema associated with an application being executed 
within the maintenance management system 42. As a result, when a device alert 
occurs within the process control system 36, the process control system 36 
encapsulates or wraps the device alert in an appropriate XML schema (i.e., using a 
format specified by a device alert input schema stored within the XML server 52) and 

20 sends the XML device alert to the XML server 52 for processing. Upon receipt, the 
XML server 52 determines whether the XML device alert is valid (i.e., has all the 
required attributes or data elements) and then maps the XML device alert to an output 
schema associated with the maintenance management system 42 using mapping 
operations previously defined by the schema mapping block 202. The maintenance 

25 management system 42 then receives a mapped XML device alert, which may be 
displayed, printed or otherwise conveyed to system maintenance personnel or any 
other operator. 

Additionally, when the XML server 52 receives the XML device alert, the 
orchestration block 204 may, based on the type of the device alert (i.e., whether the 
30 alert indicates "FAILED," "MAINTENANCE," or "ADVISORY"), initiate and 
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execute various actions. For example, in the case where the device alert indicates that 
maintenance is needed, the orchestration block 204 may, based on business rules 
stored within the business rules database 210, automatically cause a page or other 
communication to be sent to a maintenance technician, may alert a system operator via 
5 a graphical and/or textual message displayed on an operator's terminal, may send the 
information to be displayed on a webpage, etc. 

The transactional data communications technique described herein may also be 
used to facilitate the execution of a batch process campaign within the enterprise 10. 
Li this case, a system operator uses the production scheduling system 48 to schedule 

10 or create a batch campaign. Once the batch campaign is created, the production 

scheduling system 48 wraps the campaign information (e.g., batch ED, recipe, number 
of batches required, etc.) in an appropriate XML schema and sends the XML 
campaign schedule information to the XML server 52, The XML server 52 then 
determines if the XML campaign information is a valid schema (i.e., whether it 

15 contains all the required data fields for an input schema) and, if the schema is valid, 
the XML server 52 maps the XML campaign schema to an appropriate output schema 
associated with the process control system 36. The XML server 52 then sends the 
campaign information to the process control system 36 wrapped in the campaign 
output schema. The process control system 36 may then extract the campaign 

20 information ftom this output schema and begin execution of the campaign. 

Fig. 6 is an exemplary diagrammatic view represents one manner in which the 
process control system 36 shown in Figs. 1 and 2 may be configured to enable the 
commxmication of transactional information or data between the process control 
system 36 and any other entity, system, component, etc. of the enterprise 10. The 

25 system architecture shown in Fig. 6 includes an input/output (I/O) subsystems block 
400, a process control subsystems block 402, an embedded advanced control and 
conditioning monitoring block 404, a web services block 406 and a web services 
interface 408. The I/O subsystems block 400 includes the controllers 112, the banks 
of I/O devices 120 and 122 and the field devices connected thereto. Whereas, the 

30 process control subsystems block 402 is preferably, but not necessarily, implemented 
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using one or more software routines such as, for example the routines 150, that may 
be executed within one or more of the workstations 114 and 115. By way of example, 
the process control subsystems block 402 may include routines that carry out control 
functions, operator interface functions, alarms and events processing functions, real- 
5 time data processing functions, or any other desired functions. The embedded 

advanced control and condition monitoring block 404 may be implemented using a 
plurality of routines that process data and other information associated with the 
operation, condition, etc. of the process control system 36. For example, the 
embedded advanced control and condition monitoring block 404 may include 

10 vibration monitoring routines, real-time optimization routines, expert system routines, 
predictive maintenance routines, loop monitoring routines, or any other desired data 
analysis or data processing routines. One or more of the routines being executed by 
the embedded advanced control and condition monitoring block 404 maybe 
performed within the same computer system or workstation that is being used to 

15 execute routines associated with the process control system subsystems block 402 or, 
alternatively, one or more of the routines associated with the embedded advanced 
control and condition monitoring block 404 may be perfomred within any other 
workstation or computer system that is communicatively coupled to the process 
control subsystems block 402, 

20 The web services block 406 may include an alarms and events interface block 

410, a process condition monitoring block 412 and an equipment condition 
monitoring block 414, all of which may be communicatively coupled to respective 
web service listeners 416, 418 and 420. Additionally, the web services block 406 may 
also include a web service listener block 422 that is communicatively coupled directly 

25 to the process control subsystems block 402 as shown in Fig. 6. Generally speaking, 
the web services block 406 enables information or physical data associated with 
alarms or events, process conditions and equipment conditions within the process 
control system 36 to be conveyed to and from a plurality of information technology 
systems. More specifically, the web services block 406 provides a portion of a web 

30 services framework or architecture that facilitates intra-system communications 
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because conventional and commonly used transport protocols, such as, for example, 
hypertext transport protocol (HTTP) and data formal protocols, such as, for example, 
XML and SOAP, may be used convey process control information between the 
systems of an enterprise. As described in more detail below, the web service listeners 
5 416-422 receive incoming messages that contain requests for service, parse these 
incoming messages and dispatch the requests for service to appropriate methods 
available within the web services block 406. Preferably, but not necessarily, the web 
service listeners 416-422 receive service requests and also provide service responses. 
Still further, the listeners 416-422 may provide contracts and other documents 

10 associated with the web service or services in communicating with that listener. 
Additionally, the web service listeners 416-422 preferably, but do not necessarily, 
convey alarm and event data, process condition data and equipment condition data 
using an XML format. 

The web services interface 408 manages communications between the various 

15 web services within the web services block 406 and the systems, entities, components, 
etc. within the enterprise 10, one or more of which may communicate with the process 
control system 36 via the web services interface block 408 as a web client. In general, 
the web services interface block 408 provides a hosting or web server environment 
(i.e., a common interface) that enables a plurality of relatively technically diverse 

20 information technology systems such as, for example, manufacturing execution 

systems, enterprise resource planning systems, etc., or any other system associated 
with a remotely situated process control plant, customer, supplier, etc., to send and 
receive process control information or data to the process control subsystems block 
402 and the advanced embedded control and condition monitoring block 404 of the 

25 process control system 36. In particular, the web services interface 408 is adapted to 
listen for incoming HTTP requests, perform security checks involving user 
authentication/verification, look up connection information and dispatch authorized 
HTTP requests to (establish a connection with) an appropriate one of the web services 
available within the web services block 406, facilitate automatic recovery from 

30 service, hosting environment and system failures, provide administrative facilities for 
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deploying, monitoring and controlling services and managing resources such as, for 
example, processes, threads and shared state on behalf of each service. 

As noted above, the transactional data communications technique described 
herein may be used to convey equipment condition data or information, process 
condition data or information and alarm, alert or any other event data or information 
between the process control system 36 and one or more of the information technology 
systems, suppliers, customers, remote plants, etc. within the enterprise 10. By way of 
example, the maintenance management system 42 (Fig. 1) may communicate with the 
process control system 36 via the XML server 52 using XML formatted data that is 
encapsulated within an HTTP packet. In this manner, the maintenance management 
system 42 may register interest in receiving (i.e., request) device alert information 
from the process control system 36. hi response to such HTTP-based requests, the 
web services interface 408 may authenticate the maintenance management system 42 
as a proper client of the web services block 406. Client authentication may be based 
on an identity of a user at the maintenance management system 42, the identity of the 
maintenance management system 42 itself, a terminal location within the maintenance 
management system 42 or any other suitable identification technique. If the 
maintenance management system 42 is authenticated as a proper client, the web 
services interface 408 establishes a connection with an appropriate web service within 
the web services block 406. In this case, because the maintenance management 
system 42 may register interest in device alert information, the web services interface 
408 may establish a connection with a web service associated with the web service 
listener 416 and the alarms and events interface block 410. Once such a connection is 
estabHshed, any type of process control information accessible by the web service may 
be communicated between the requesting client and the process control system using 
HTTP packets containing XML formatted data. 

When a device within the process control system 36 generates a device alert or 
alarm such as, for example, a maintenance alert, the process control system 36 sends 
this maintenance alert to the web services block 406 via the alarms and events 
interface 410. In turn, the web service associated with the web service listener 416 
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and the alarms and events interface 410 converts the received maintenance alert into 
an XML format and then sends the XML formatted alert information or data to the 
maintenance management system 42 via the XML server 52. Of course, as described 
above, appropriate input and output schemas need to be in place to properly convey 
5 the device alert information from the process control system 36 to the maintenance 
management system 42 and/or to perform any needed data mapping functions or 
manipulations. Once the maintenance management system 42 receives the mapped 
and/or manipulated alert data or information, the maintenance management system 42 
may take appropriate actions such as, for example, generating a work order, ordering a 

10 replacement part, sending a page to a maintenance technician, etc. In a similar 

manner, any other system within the enterprise 10 may (if authenticated) become a 
client of one or more of the web services provided by the web services block 406 and 
may communicate alarm and event information, process condition information and 
equipment condition information to and from the process control system 36 via the 

15 web services interface block 408. 

It should be recognized that the web services framework or architectiure 
provided by the web services interface 408 and the web services block 406 enables 
any authenticated client within the enterprise 10 to exchange information or data with 
the process control system 36 using XML-based communications encapsulated within 

20 HTTP packets. Thus, any client that can execute an internet browser application can 
communicate with the process control system 36 via the web services interface 408 
and the web services block 406. For example, a remote terminal or a hand held 
computer device adapted to execute a browser application may communicate with the 
process control system 36 via the Intemet 28 or any other conventional or suitable 

25 communication link. Alternatively, such remote terminals, hand held devices, etc. 
may instead be adapted to invoke the execution of a browser within the web services 
interface block 408. In any event, because the web services interface block 408 and 
the web services block 406 communicate using well known web-based protocols and 
data formats, establishing commimication links between the process control system 36 

30 and the other entities, systems, components, etc. of the enterprise 10 does not require 
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development of multiple custom communications interfaces, as is the case with 
conventional systems. 

While the transactional data communications technique has been described as 
being implemented using an XML-based server, it can be implemented using any 
5 other suitable transactional data language on any suitable hardware platform. 

Although the transactional data communications technique is described herein as 
preferably being implemented as software, it may be implemented in hardware, 
firmware, etc. Thus, the transactional data communications technique described 
herein may be implemented in a standard multi-purpose processor or using 

10 specifically designed hardware or firmware as desired. When implemented in 

software, the software routines may be stored in any computer readable memory such 
as on a magnetic disk, a laser disk, or other storage medium, in a RAM or ROM of a 
computer or processor, etc. Likewise, the software may be delivered to a user or a 
process control system via any known or desired delivery method including, for 

15 example, on a computer readable disk or other transportable computer storage 

mechanism or over a communication channel such as a telephone line, the Internet, 
etc. (which are viewed as being the same as or interchangeable with providing such 
software via a transportable storage medium). 

Thus, while the present invention has been described with reference to specific 

20 examples, which are intended to be illustrative only and not to be limiting of the 
invention, it will be apparent to those of ordinary skill in the art that changes, 
additions or deletions may be made to the disclosed embodiments without departing 
from the spirit and scope of the invention. 
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